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Build the competence. Prove it with confidence.

COURSE BROCHURE

PRACTITIONER TRAINING - CYBERSECURITY

Training on CMMC 2.0 and NIST
SP 800-171

Self-paced online training (video) - 13 modules - about 3 hours of video -
about 4.5 hours in total - English, with captions

Learn how the CMMC program and NIST SP 800-171 apply to your
defence contracts, from scoping controlled unclassified information
to meeting each requirement and preparing for a CMMC assessment.

WHO IT IS FOR

IT and security managers, compliance leads and owners of companies
in the US defence supply chain, managed service providers that support
them, and consultants preparing contractors for CMMC.

WHAT YOU WILL LEARN

m Explain the three CMMC levels and decide which applies to each
contract and data flow

m Scope federal contract information, controlled unclassified
information and the assets that handle them

m Interpret the NIST SP 800-171 requirements family by family, with
the objectives used to assess them

m  Write a system security plan and a plan of action and milestones

® Run a self-assessment, calculate an SPRS score and prepare the
affirmation

m Explain what Revision 3 changes, and plan for the move

MODULES (13)

Welcome, and why CMMC matters
FCI, CUI and the rules behind CMMC
The three levels, assessments and roll-out
Scoping: data flows and asset categories
Enclaves, cloud, providers and subcontractors
Access, awareness and audit
Configuration, identity and incidents
Maintenance, media, people and premises
Risk, assessment, protection, integrity

. The SSP, policies and the POA&M

. Self-assessment, scoring, SPRS and affirmations

. Level 3 and Revision 3

. Your road map, the case and the exam
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PRICE

US$99 per learner

Per learner, by team size

1-10 learners Us$99
11-50 learners Us$79
51-200 learners Us$69

Excluding taxes.

DURATION

About 4.5 hours in total (3
hours of video)

MODULES
13

FORMAT

Self-paced online training
(video)

LANGUAGE
English, with captions
ACCESS

12 months

CERTIFICATE

Sterling Academy Certificate
of Completion

Scan for the course page, prices and
enrolment

academy.sterling-grc.com - academy@sterling-grc.com - Sterling International Consulting FZE, UAE



