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COURSE BROCHURE

AWARENESS TRAINING - REGIONAL LAWS AND REGULATIONS
Hong Kong Critical Infrastructure
Cybersecurity Awareness Training

Self-paced online training (video) - 10 modules - about 115 min of video -
about 3 hours in total - English, with captions

Understand what Hong Kong's Protection of Critical Infrastructures
(Computer Systems) Ordinance, Cap. 653, asks of designated
operators and their staff: organisation, prevention, risk
assessments, audits, drills, emergency plans and incident reporting.

WHO IT IS FOR

Managers, IT and security staff, operations teams and suppliers of
organisations that run critical infrastructure in Hong Kong, such as
energy, banking and financial services, transport, healthcare,
telecommunications and broadcasting, and information technology
services.

WHAT YOU WILL LEARN

m Explain the purpose and scope of Cap. 653 and who regulates it

m Describe how critical infrastructures, CI operators and critical
computer systems are designated

m Explain the organisational duties, including the computer-system
security management unit

m Describe the prevention duties: plans, risk assessments and audits

m Recognise a computer-system security incident and the reporting
duties

m Support drills, emergency response and investigations in your own
role

MODULES (10)

Why the Ordinance exists
Designation

Regulators and codes
Organisation duties

Changes and the plan

Inside the plan

Risk assessments and audits
Drills and response plans
Notifying incidents

10. Powers, offences, your role

W o N A ®WN R

PRICE

US$19 per learner

Per learner, by team size

1-10 learners Us$19
11-50 learners Us$15
51-200 learners Us$13

Excluding taxes.

DURATION

About 3 hours in total (115
minutes of video)

MODULES
10

FORMAT

Self-paced online training
(video)

LANGUAGE
English, with captions
ACCESS

12 months

CERTIFICATE

Sterling Academy Certificate
of Completion

Scan for the course page, prices and
enrolment
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