
Build the competence. Prove it with confidence.
C O U R S E  B R O C H U R E

PRACTITIONER TRAINING · INFORMATION SECURITY

Information Security Incident
Management Training
Self-paced online training (video) · 12 modules · about 2.5 hours of video,
plus practice exercises · about 5.5 hours in total · English, with captions

Prepare for, detect, assess, contain and recover from information
security incidents, preserve evidence, meet GDPR and NIS2
notification deadlines, and turn every incident into lasting
improvement.

WHO IT IS FOR

Incident managers and responders, information security managers, IT
and service desk leads, SOC analysts, data protection officers,
compliance officers, ISO/IEC 27001 implementers and auditors, and
managed service providers.

WHAT YOU WILL LEARN

Explain what NIST SP 800-61 Rev. 3 and ISO/IEC 27001 expect of
incident management

Prepare an incident response plan, with roles, contacts and a severity
scale

Assess security events, declare incidents and set priorities with clear
criteria

Contain, eradicate and recover, while preserving evidence that will
stand scrutiny

Meet GDPR and NIS2 notification deadlines with one combined
timeline

Run post-incident reviews and exercises that improve controls

MODULES (12)

1. Why incident management matters
2. The frameworks: NIST and ISO/IEC 27001
3. Prepare: policy, plan and roles
4. Detect and report
5. Assess, declare and prioritise
6. Contain, eradicate and recover
7. Evidence and the record
8. Communicate and coordinate
9. GDPR breach notification
10. NIS2 and one timeline
11. Learn and improve
12. Exercises and the whole case

PRICE

US$99 per learner
Per learner, by team size

1–10 learners US$99
11–50 learners US$79
51–200 learners US$69
Excluding taxes.

DURATION

About 5.5 hours in total (2½
hours of video)

MODULES

12

FORMAT

Self-paced online training
(video)

LANGUAGE

English, with captions

ACCESS

12 months

CERTIFICATE

Sterling Academy Certificate
of Competence

Scan for the course page, prices and
enrolment

academy.sterling-grc.com · academy@sterling-grc.com · Sterling International Consulting FZE, UAE


