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Sterling

ACADEMY

Build the competence. Prove it with confidence.

PRACTITIONER TRAINING - INFORMATION SECURITY

ISO/IEC 27001:2022
Implementation Training

Self-paced online training (video) - 25 modules - about 6.5 hours of video,
plus practice exercises - about 15 hours in total - English, with captions

Put an information security management system in place, clause by
clause and control by control, from scope and risk assessment to the
Statement of Applicability, audit and certification.

WHO IT IS FOR

ISMS leads and coordinators, CISOs of small and mid-size firms, IT and
operations managers, process owners, and owners of SaaS, BPO and

IT-

services businesses.

WHAT YOU WILL LEARN

Identify your information assets and the threats to confidentiality,

integrity and availability

Set the context, interested parties and scope of your ISMS

Run a risk assessment and risk treatment, and choose controls from

the 93 in Annex A

Prepare the Statement of Applicability and the risk treatment plan

Operate, monitor, audit and review the ISMS, and handle incidents and

nonconformities

Plan your implementation and certification, stage by stage

MODULES (25)
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Welcome: why information security...
Information: what it is and where it...
Confidentiality, integrity and availa...
Information assets and the threats...
The information security managem...
Context: intended results and issues
Interested parties and the ISMS sc...
The ISMS and its processes

Leadership, policy and roles

. Why risk management and identifyi...
. Risk analysis, evaluation and treat...

. Annex A: four themes and 93 contr...

. Statement of Applicability and ther...

. Objectives and planning of changes

. Resources and competence

. Awareness and communication

. Documented information

. Operation: planning, control and risk
. Monitoring, measuring and ISMS K...
. Internal audit and the audit progra...
. Management review: inputs and ou...
. Continual improvement, events an...
. Nonconformity and corrective action
. The documented information you n...
. How areal implementation runs

COURSE BROCHURE

PRICE

US$99 per learner

Per learner, by team size

1-10 learners Us$99
11-50 learners Us$79
51-200 learners Us$69

Excluding taxes.

DURATION
About 15 hours in total (6%
hours of video)

MODULES
25

FORMAT
Self-paced online training
(video)

LANGUAGE
English, with captions

ACCESS
12 months

CERTIFICATE
Sterling Academy Certificate
of Competence

Scan for the course page, prices and
enrolment

academy.sterling-grc.com - academy@sterling-grc.com - Sterling International Consulting FZE, UAE



