
Build the competence. Prove it with confidence.
C O U R S E  B R O C H U R E

PRACTITIONER TRAINING · CYBERSECURITY

NIST Cybersecurity Framework
(CSF) 2.0 Training
Self-paced online training (video) · 13 modules · about 3 hours of video ·
about 4 hours in total · English, with captions

Use the NIST Cybersecurity Framework 2.0 to understand, assess
and improve your cybersecurity risk management, from the new
Govern Function and organisational Profiles to Tiers and an action
plan.

WHO IT IS FOR

CISOs and IT security managers, risk and compliance leads, IT auditors,
and owners of SaaS, BPO and IT-services businesses whose clients or
regulators refer to the NIST CSF.

WHAT YOU WILL LEARN

Explain the structure of CSF 2.0: the Core, Profiles, Tiers and online
resources

Apply the six Functions, including the new Govern Function, to your
organisation

Build a Current Profile and a Target Profile, and analyse the gaps

Use the Tiers to describe and improve how cybersecurity risk is
governed and managed

Manage cybersecurity supply chain risk within the framework

Turn the gaps into a prioritised, measurable action plan and report
progress

MODULES (13)

1. Welcome, and why the CSF matters
2. What the CSF is, and what changed in 2.0
3. Govern: context and risk strategy
4. Govern: roles, policy and oversight
5. Govern: supply chain risk management
6. Identify: assets, risks and improvement
7. Protect: identity, access and training
8. Protect: data, platforms and resilience
9. Detect: monitoring and analysis
10. Respond and Recover
11. Profiles in practice
12. Tiers, and connecting to ISO/IEC 27001
13. Your action plan, the case and the exam

PRICE

US$99 per learner
Per learner, by team size

1–10 learners US$99
11–50 learners US$79
51–200 learners US$69
Excluding taxes.

DURATION

About 4 hours in total (3 hours
of video)

MODULES

13

FORMAT

Self-paced online training
(video)

LANGUAGE

English, with captions

ACCESS

12 months

CERTIFICATE

Sterling Academy Certificate
of Completion

Scan for the course page, prices and
enrolment
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