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Build the competence. Prove it with confidence.

COURSE BROCHURE

AWARENESS TRAINING - INFORMATION SECURITY

Ransomware Readiness and
Backup Training

Self-paced online training (video) - 10 modules - about 110 min of video -
about 3 hours in total - English, with captions

Prepare your organisation for ransomware as a manager: how
attacks unfold, the controls that matter, backups that survive an
attack, tested restores, the first hours, recovery and the ransom
decision.

WHO IT IS FOR

Business owners, executives, operations, IT and plant managers, risk
and compliance managers, information security managers and the
people who own business continuity, backup and recovery decisions.

WHAT YOU WILL LEARN

m Explain how ransomware and data extortion attacks get in and unfold

m Set the prevention priorities that managers should fund and check

m Require backups that survive an attack, kept offline or immutable and
tested

m Prepare the first hours of the response and the order of recovery

m  Weigh the ransom decision, reporting and communication with clear
facts

m Check suppliers, managed service providers and exercises with the
right questions

MODULES (10)

A management issue

How attacks get in

Prevention priorities

Backups that survive

Restore tests, waiting time
The first hours

Recover in the right order
Ransom and reporting

. Communication inside and out
10. Stay ready
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PRICE

US$19 per learner

Per learner, by team size

1-10 learners Us$19
11-50 learners Us$15
51-200 learners Us$13

Excluding taxes.

DURATION

About 3 hours in total (111
minutes of video)

MODULES
10

FORMAT
Self-paced online training
(video)

LANGUAGE
English, with captions

ACCESS
12 months

CERTIFICATE
Sterling Academy Certificate
of Completion

Scan for the course page, prices and
enrolment

academy.sterling-grc.com - academy@sterling-grc.com - Sterling International Consulting FZE, UAE



