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Build the competence. Prove it with confidence.

COURSE BROCHURE

AWARENESS TRAINING - REGIONAL LAWS AND REGULATIONS

SAMA Cyber Security Framework
Awareness Training

Self-paced online training (video) - 10 modules - about 115 min of video -
about 3 hours in total - English, with captions

Understand the SAMA Cyber Security Framework, version 1.0, from
its four domains and maturity model to governance, risk, everyday
operations, third parties and what it asks of every employee in Saudi
financial institutions.

WHO IT IS FOR

Employees, team leaders and managers of banks, insurers, financing
companies, credit bureaus, payment service providers and other
organisations under the SAMA Cyber Security Framework, and suppliers
that serve them.

WHAT YOU WILL LEARN

m Explain why SAMA issued the framework and which organisations it
applies to

m Describe the four domains, the principle-based structure and the
maturity levels

m Recognise the governance the framework expects: board, committee,
CISO and policy

m Describe cyber security risk management, reviews, audits and
compliance

m  Apply everyday operations and technology controls in your own role

m Describe third-party and cloud security expectations and how
incidents are handled

MODULES (10)

Why the framework exists
How the framework works
The maturity levels
Leadership and governance
Risk and compliance
People, places and assets
Access and systems
Monitoring and incidents
Third parties and cloud

10. Reviews and your role
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PRICE

US$19 per learner

Per learner, by team size

1-10 learners Us$19
11-50 learners Us$15
51-200 learners Us$13

Excluding taxes.

DURATION

About 3 hours in total (117
minutes of video)

MODULES
10

FORMAT

Self-paced online training
(video)

LANGUAGE
English, with captions
ACCESS

12 months

CERTIFICATE

Sterling Academy Certificate
of Completion

Scan for the course page, prices and
enrolment
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