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Build the competence. Prove it with confidence.

COURSE BROCHURE

PRACTITIONER TRAINING - CYBERSECURITY

Saudi NCA ECC Implementation
Training

Self-paced online training (video) - 31 modules - about 6 hours of video -
about 8.5 hours in total - English, with captions

Learn to implement every domain of Saudi Arabia's Essential
Cybersecurity Controls (ECC-2:2024), from governance and defence

to resilience, third parties and cloud, and prepare the evidence the
NCA expects to see.

WHO IT IS FOR

Heads and members of cybersecurity departments, IT and compliance
managers, risk and internal audit teams at entities in ECC scope, and
consultants and managed service providers who support them.

WHAT YOU WILL LEARN

m Determine whether and how the ECC applies, and which controls
apply to your entity

m Set up cybersecurity governance: strategy, department, committee,
policies, roles and risk management

m Implement the 15 cybersecurity defence subdomains, from identity
and access to web application security

m Build incident management, NCA reporting and cybersecurity
resilience into business continuity

® Manage third-party, managed service and cloud computing
cybersecurity requirements

m Prepare the evidence for an NCA self-assessment or field audit, and
plan your road map

MODULES (31)

PRICE

US$99 per learner

Per learner, by team size

1-10 learners Us$99
11-50 learners Us$79
51-200 learners Us$69

Excluding taxes.

DURATION

About 8.5 hours in total (6
hours of video)

MODULES
31

FORMAT

Self-paced online training
(video)

LANGUAGE
English, with captions
ACCESS

12 months

CERTIFICATE

Sterling Academy Certificate
of Competence

1. Welcome: the ECC and how to impl... 17. Network security management

2. Scope, applicability and compliance  18. Mobile devices security

3. Structure, changes and the gap ass... 19. Data and information protection

4. Cybersecurity strategy 20. Cryptography

5. The department, staff and the com... 21. Backup and recovery

6. Policies, procedures and technical... 22. Vulnerability management

7. Roles, responsibilities and commit... 23. Penetration testing

8. Cybersecurity risk management 24. Event logs and monitoring

9. Cybersecurity in projects and change 25. Incident and threat management
10. Periodical review and independent... 26. Physical security

11. Cybersecurity in human resources 27. Web application security

12. The awareness and training progra... 28. Cybersecurity resilience in continuity
13. Asset management 29. Third-party cybersecurity

14. Identity and access management 30. Cloud computing and hosting

15. Protecting systems and processing... 31. Evidence, readiness and your road...
16. E-mail protection
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Scan for the course page, prices and
enrolment
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