
Build the competence. Prove it with confidence.
C O U R S E  B R O C H U R E

PRACTITIONER TRAINING · INFORMATION SECURITY

Third-Party and Supplier Security
Risk Management Training
Self-paced online training (video) · 12 modules · about 2.5 hours of video,
plus practice exercises · about 5.5 hours in total · English, with captions

Manage the information security risks of suppliers, cloud services
and software from first selection to exit: an inventory, criticality
tiers, risk assessment, due diligence, contract terms, monitoring,
supplier incidents and offboarding.

WHO IT IS FOR

Information security and risk managers, procurement and vendor
managers, IT and cloud managers, compliance officers, ISO/IEC 27001
implementers and internal auditors, and managers of outsourced and
offshore services.

WHAT YOU WILL LEARN

Explain what ISO/IEC 27001, NIST SP 800-161 and the NCSC
principles expect for supplier security

Build a supplier inventory and rank suppliers into criticality tiers

Assess supplier risks with clear scenarios, and choose proportionate
controls for each tier

Check due diligence evidence such as certificate scopes, assurance
reports and questionnaires

Write security requirements into supplier contracts, including incident
reporting, audit and exit

Monitor suppliers, handle supplier incidents and changes, and
offboard suppliers securely

MODULES (12)

1. Why supplier security fails
2. What the standards expect
3. Know your suppliers: the inventory
4. Criticality and supplier tiers
5. Assessing supplier risk
6. Due diligence and evidence
7. Security in supplier agreements
8. The ICT and software supply chain
9. Cloud services and connected apps
10. Monitoring, review and change
11. Supplier incidents and exit
12. Putting it together

PRICE

US$99 per learner
Per learner, by team size

1–10 learners US$99
11–50 learners US$79
51–200 learners US$69
Excluding taxes.

DURATION

About 5.5 hours in total (2½
hours of video)

MODULES

12

FORMAT

Self-paced online training
(video)

LANGUAGE

English, with captions

ACCESS

12 months

CERTIFICATE

Sterling Academy Certificate
of Competence

Scan for the course page, prices and
enrolment

academy.sterling-grc.com · academy@sterling-grc.com · Sterling International Consulting FZE, UAE


